
COMMON COLLEGE
SCAMS TO WATCH
FOR

Flyers, emails, or posters with QR codes can
lead to fake login pages or malicious sites. Be
cautious scanning codes from random
locations or messages.

7 Digital Scam Threats to Know

1. FAKE JOB OR INTERNSHIP OFFERS

Messages that promise easy money, remote work, or fast
hiring often ask for personal info or upfront payments. Real
employers don’t recruit through random DMs or ask you to
pay to work.

2. “YOUR ACCOUNT IS LOCKED” SCHOOL EMAILS

3. APARTMENT AND HOUSING DEPOSIT SCAMS

4. SCHOLARSHIP AND FINANCIAL AID SCAMS

5. ACCIDENTAL PAYMENT REQUESTS

6. SEXTORTION AND BLACKMAIL SCAMS

7. QR CODE SCAMS

Scammers pose as campus IT or administration claiming your
email, portal, or Wi-Fi access will be shut off unless you act
immediately. Always check the sender address and go
directly to the official site instead of clicking links.

Listings that look great but require a deposit before you’ve
toured the place are a major red flag. If they won’t meet,
show the unit, or pressure you to pay fast, walk away.

Messages claiming you’ve “won” a scholarship you never
applied for often ask for fees or personal details. Legit
scholarships don’t charge application or processing fees.

A match asks for explicit photos or video, then threatens to
share them unless you pay. Never send intimate content to
someone you don’t fully trust, and stop responding if this
happens.

Someone sends you money on Venmo, Zelle, or Cash App
and asks you to send it back. The original payment later
disappears, and you’re out the money.
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